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Joint OAS Hemispheric Workshop on Developing a
National Framework for Cyber Security
November 16 — 20, 2009
Rio de Janeiro, Brazil

Organization:

The Government of Brazil, the Inter-American Committee against Terrorism (CICTE), the Inter-American
Telecommunication Commission (CITEL), and the Meeting of Ministers of Justice or of Ministers or Attorneys
General of the Americas (REMJA)

Monday — November 16"

8:00

9:00

9:30

11:00

11:30

13:00

14:00

Registration

Opening Ceremony

e  Ministra Virginia Toniatti. Minister of Foreign Affairs, Brazil

e Marcia Lins, Secretary of Tourism, Rio de Janeiro

e Gonzalo Gallegos, Secretary, Inter-American Committee Against Terrorism, CICTE

e Clovis Baptista, Executive Secretary of the Inter-American Telecommunication Commission,
CITEL

e Albert Rees, Meeting of Ministers of Justice or of Ministers or Attorneys General, REMJA

Panel 1 — What is Cyber Security and Critical Infrastructure Protection?

e Raphael Mandarino Junior, Diretor do Departamento de Seguranca da Informacdo e
Comunicag¢des — Presidéncia da Republica - Brazil

e Clovis Baptista, Executive Secretary, CITEL

e Brian Sullivan, Program Manager, CICTE

e Michael Thomas, Specialist, Department of Legal Cooperation of the OAS -REMJA

Coffee break

Panel 2 — What are the threats and vulnerabilities?

e Sergio Ribeiro, Centro de Pesquisa e Desenvolvimento em Telecomunicag¢des , CPgD - Brazil
e Microsoft, video-conference - To be confirmed

e  Miguel Angel Abad, CNPIC — Spain

Moderator: Romulo Dantas, Director of the Department of Counter-Terrorism, GSIPR/ABIN

Lunch

Panel 3 — Implications for the State and National Government
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15:30

16:00

17:30

18:00

e Daniel Hurley, National Telecommunications and Information Administration (NTIA),
Department of Commerce — EUA

e Santiago Acurio Del Pino, Director Nacional de Tecnologias de la Informacion, Fiscalia General de
Ecuador - Ecuador

e Souheil Marine, Head ICT Applications and Cybersecurity Division, International
Telecommunication Union (ITU) - Switzerland

Moderator: Jodo Roberto de Oliveira, GSI — Brazil

Coffee break
Breakout discussions — Round 1
Presentation of round 1 breakout discussion highlights

Close

Tuesday - November 17%"

9:00

10:30

11:00

12:30

13:30

15:00

Panel 4 — Legal, regulatory and policy issues

e Rodrigo de La Parra, COFETEL, México

e Gilberto Martins de Almeida, Associacdo das Empresas Brasileiras de Tecnologia da Informacao,
Software e Internet - Brasil

e Patricia Peck Garrido Pinheiro, Pinheiros Advogados - Brasil

e Roberto Diaz-Granados, Commission of Regulation of Communications of Colombia - Colombia

Moderator: Albert Rees, REMJA Working Group on Cyber Crime - EUA

Coffee break

Panel 5 — Technical and management implementation issues for Resiliency of Information and

Communication Networks

e Wayne Zeuch, Rapporteur of Standards Coordination of PCC.1 - Inter-American
Telecommunication Commission (CITEL) - EUA

e Joaquin Castillejo, TBSecurity, Spain

e Leonardo Soares da Silva, Chief of Business - Gas Tecnologia - Brasil

Moderator: Revelino Haselhoef, Technical Advisor, SurCSIRT - Surinam

Lunch

Panel 6 — Information-sharing among national stakeholders.
e Juan José Goldchstein, Director, Department of Information and Technology Services, OAS
e U.S. CERT, to be confirmed

e Daniel Hurley, National Telecommunications and Information Administration (NTIA),
Department of Commerce — EUA
Moderator: Eduardo Wallier Vianna, General Coordinator, CTIRGov - Brasil

Coffee break



15:20

15:45

17:15

18:00
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Ricardo Theil , CONECTA — Brazil
Breakout discussions — Round 2
Presentation of round 2 breakout discussion highlights

Close

Wednesday — November 18"

9:00

10:30

10:50

11:30

13:00

14:00

15:30

15:50

16:50

16:50

17:30

Panel 7 — Enforcement and implementation
e Pablo Martinez, United States Secret Service, USSS - EUA
e Carlos Eduardo Miguel Sobral, Department of Federal Police, DPF - Brazil
e Ricardo Patara, Latin American and Caribbean Internet Addresses Registry, LACNIC
e Andres Maz, Executive Director of Telecomunication Policies, Cisco
Moderator: Jorilson da Silva Rodrigues, Ministry of Justice, Brazil

Coffee break
Alberto Bastos — Mddulo Rio - Brazil

Panel 8 — Developing a National Framework for cyber security

e Raphael Mandarino Jr., Director, DSIC - Brazil

e Joe Richardson, Private Consultant - EUA

e Christine Sund, ICT Applications and Cybersecurity Division, ITU - Switzerland
Albert Rees, Chair of the REMJA Working Group on Cyber Crime - EUA
Moderator: Kevin Newmeyer, Center for Hemispheric Defense Studies - EUA

Lunch

Breakout discussions — Round 3

Coffee break

Presentation of round 3 breakout discussion highlights
Djalma Petit, Softex-Excellence in Software - Brasil
Closing ceremony

Close

Thursday — November 19"

9:00

Practical Exercise — CtirGov, Brazil

Joint OAS Hemispheric Workshop on Developing a
National Framework for Cyber Security

Organisation des Elats Américains November 16 — 18, 2009

Orpanization of American Hales Rio de Janeiro, Brazil
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13:00 Lunch
14:00 Practical Exercise — CtirGov, Brazil

Friday — November 20"

9:00 Practical Exercise — Evaluation — CtirGov, Brasil

10:30 Final close



